UBND HUYEN DAU TIENG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA PAO TAO Doc 1ap - Ty do - hanh phiic

sé: 11 /PGDDT Dau Tiéng, ngay2ll théng 4 ncdm 2024
V/v ting cudng cong tac
bao dam an toan thong tin mang
trong dip Lé 30/4, 01/5

Kinh gtri: Cac don vi trudong hoc truc thude

Can cr cong van so 883/SGDDT-VP, ngay 23/11/2024 cia S& Giao duc va
Pao tao tinh Binh Duong vé viéc ting cuong cong tac bao dam an toan thong tin
mang trong dip L& 30/4, 01/5;

Phong Giao duc va Dao tao dé nghi cac don vi thue hi€n mot sé ndi dung sau:

1. Cung c¢b va wu tién ngué“m luc, nhan luc cho nhi€ém vu Gng truc, giam sat
24/7; chu dong theo ddi thuong xuyen, lién tuc cac hé thdng giam sat an toan thong
tin tap trung, hé théng phong, chéng ma doc tap trung dam bao phét hién, xi 1y, khéc
phuc kip thoi tin céng mang, canh bio ma ddc duge xéc minh,

2. Kiém tra, cAp nhét ddy di cac ban v4 an toan thong tin cho hé théng théng tin
theo canh bao ciia Cuc An toan thong tin va cc co quan, to chire lién quan.

3. Ra sodt, kiém tra, danh gia, khic phuc cac 15 hdng bao mat; xtr 1y cac mdi
nguy hai va boc g& phan mém ddc hai cho toan b méy chi, may tram trong hé théng
mang (vu tién cac hé théng thong tin c¢6 dia chi IP ndm trong Danh sich IP mang
Botnet duge Cyc An toan thdng tin canh bdo hang thang hogc dot xuét trén trang:
https://khonggianmang.vn); thudng tryc theo doi, t1ep nhdn va xir ly cac canh béo an
toan thong tin qua Nén tang Diéu ph01 xu ly sy co an toan thong tin mang quoc gia
(IRlab.vn) do BS Théng tin va Truyén thong cung cép.

4. S&n sang trién khai ké hoach ting phé, xtr Iy su ¢b tAn cong mang va nhanh
chong khéi phuc hoat dong binh thuong cia hé thong thong tin trong truong hop xay
ra su co.

Phong Giao dyc va Pao tao yéu cau hidu trudng cac don vi trudng hoc tryc
thudc trén dia ban huyén nghiém tac trién khai va thl,xc hién./.
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